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Below is your current API Key, to regenerate click the button below.
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# As a header
# Format is " “Authorization: ApiKey <username>:<api_key>
Authorization: ApiKey jay7958:7278aeefdc3c93b601f6924409e37c44aa056e06

Here is a simple python example against the /users endpoint

import requests

url = 'http://127.0.0.1:8000/api/v1/users’
headers = {'content-type': ‘'application/json',
'Authorization': 'ApiKey jay7958:7278aeefdc3c93b60176924409e37c44aa056€06"}
r = requests.get(url, headers=headers, verify=True) # set verify to False if ssl cert is self-signed

for key, value in r._ dict_ .iteritems():
print key
print value
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& Create OAuth client ID

For applications that use the OAuth 2.0 protocol to call Google APIs, you can use an OAuth 2.0 client ID to
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.

Application type

® Web application
Android Learn more
Chrome App Learn more
iOS Learn more
Other

Name

DefectDojo

Restrictions
Enter JavaScript origins, redirect URIs, or both Learn More

Origins and redirect domains must be added to the list of Authorized Domains in the OAuth consent settings.

Authorized JavaScript origins
For use with requests from a browser. This is the origin URI of the client application. It can't contain a wildcard

(https://*.example.com) or a path (https://example.com/subdir). If you're using a nonstandard port, you must include it
in the origin URI.

https://www.example.com

Type in the domain and press Enter to add it

Authorized redirect URIs
For use with requests from a web server. This is the path in your application that users are redirected to after they have

authenticated with Google. The path will be appended with the authorization code for access. Must have a protocol.
Cannot contain URL fragments or relative paths. Cannot be a public IP address.

http://localhost:8000/complete/google-oauth2/ ]

http://127.0.0.1:8000/complete/google-oauth2/|

Type in the domain and press Enter to add it
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Creation date May 25, 2019, 3:08:34 PM
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Upload your third party tool scan results and all the findings will be imported automatically.

DefectDojo accepts:

« Burp XML - When the Burp report is generated, we recommend selecting the option to Base64 encode both the request and response fields. These fields will be
processed and made available in the Finding view page.

« Tenable Nessus - Reports can be imported in the CSV, and .nessus (XML) report formats.

« Rapid7 Nexpose XML 2.0 - Use the full XML export template from Nexpose.

« Veracode Detailed XML Report

« Zed Attack Proxy - ZAP XML report format.

Scan Completion Date 11/02/2015

Scan completion date will be used on all findings.

Minimum severity Info

Minimum severity level to be imported

Scan type Burp Scan

Choose report file Choose File ' No file chosen

Upload File

<«

<«
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Upload your third party tool scan results and all the findings will be imported automatically.

DefectDojo accepts:

« Burp XML - When the Burp report is generated, we recommend selecting the option to Base64 encode both the request and response fields. These fields will be
processed and made available in the Finding view page.

« Tenable Nessus - Reports can be imported in the CSV, and .nessus (XML) report formats.

« Rapid7 Nexpose XML 2.0 - Use the full XML export template from Nexpose.

« Veracode Detailed XML Report

« Zed Attack Proxy - ZAP XML report format.

Note: When re-uploading a scan, any findings not found in original scan will be updated as mitigated. The process attempts to identify the differences, however manual
verification is highly recommended.

Scan Completion Date 11/02/2015

Scan completion date will be used on all findings.

Minimum severity Info

Minimum severity level to be imported

Choose report file Choose File ' No file chosen

Upload File
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Scopes
A Slack app's capabilities and permissions are governed by the scopes it requests.

Bot Token Scopes
Scopes that govern what your app can access.

OAuth Scope Description
chat:write Send messages as @testdojo
chat:write.customize Send messages as @testdojo with a

customized username and avatar

chat:write.public Send messages to channels @testdojo isn't a
member of
incoming-webhook Post messages to specific channels in Slack
users:read View people in the workspace
users:read.email View email addresses of people in the
workspace
Add an OAuth Scope

User Token Scopes
Scopes that access user data and act on behalf of users that authorize them.

OAuth Scope Description

You haven't added any OAuth Scopes for your User token.

Add an OAuth Scope

Gb

Gb B &b Gb
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Tokens for Your Workspace
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